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Specification Review



PART 1

Stage 1000

Function

Description

Specification Review

Deposit User?t ALEE L} EZOIM 28 Y03 =2 22 §,
YUz SHEC

Withdraw User?t AEE IELL EFO|M 28T SYMUE E2 E3HEC

Transfer User?} 13Tt ZIELL EZ0IM S5 Ao =2 O|MEtC).

Language FHHO| CIEHO|A~E A0 42 Ho{z MEiSCH

Check Balance

User?t St FIELL §8T2| T E glstch

Add Cash

He|A7t g ET 3UUF ATME| W3S FIHECL

Check Cash

ATME| HE THE =oIstt

s £

—

6.5 Use case diagram
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PART 1 oo . .
I Specification Review

Stage 1004

4. Activity 1004. Record Terms in Glossary

Glossary Description
Admin Ha|x 2

AMEdSte E0E 25 Y2|5tA] AT




PART 1 oo . .
Specification Review

Stage 2033

6. Activity 2034. Refine Glossary

Term Category Dezcription
. #e]Ate] ojojd, MAHE, HIE
Admin Class
oelste Sea

ATM Class AubE gl ATMA|A8] 755 1d
User Dat cl User2] FRE({0|5, 28, A=HzE,

e ass MUME, song fejett Fga
admin_cash Attributes | ZHe]a reo] @I Abd
Admin_id Attributes | #e|xF 2 =o] #e]A; ofold]




PART 1 oo . .
I Specification Review

Stage 2030-2037

+admin_pw

PW error
Insert Card
Ready Check PW lE
Retumn Card
Save Information |_
Withdraw Money

(.

o= Cho|o| 1

Cormact PW
Amount Error
Check Account



I e Specification Review

General Problems

e TS, O A| LU AAIE A 42 7150] UL,
CHO[O{ Z120]| Chot 4~ O] O|FO{ A| 2| GERATH.



Brute Force Test



Brute Force Test

1 O MEH 2HO|AM EZE & = (number) Success

2 O B St HOAM 2R E 2 & (malformed) Success

3 Database?| Azt 2-5US Z=7H(1,000,000,000,000,000) &, 900,000,000,000,000 == Failed

4 Database?| A/Zt 2R 4= Z74(1,000,000,000,000,000) =, 900,000,000,000,000 &= Failed

5 AH7| RO A 2HHE =4 O A| Success

6 U= YF2E ATM EFAO| long int HE| 0|4 Success

7 T2 =ZF MYA|Z F Database EE Of & =9I Success

8 2|At EEO|AM addcash MEH 2, long int & ?| 0|2l 2 &= Failed

9 Deposit 24 2= Al long int H2| 0|40 ZH 1= Failed
10 Withdraw 2 3 Al long int H$| 0|40 4 = Failed
11 Transfer 34 23 A long int % O &2 U = Failed

Success 6/11
Failed 5/11



Brute Force Test

CONCLUSION

I PART 2

» long int 2| 0|2 int 2t0] S0{= & 0f|2{7} E-detct.
02| 2|7 B 2ot}

* Specification @AM|7t 02 2=35IC}




Category Partition Test



Category Partition Test

101 & El AZEH 2 (humber) & S Success
102 &2 =l A ZEHH S (malformed) & & Success
Deposit 103 =HIE A xRz AL, “EEJ e ) BE Success
104 SHIE Azt YaEMoLE B E FH(malformed) &= Success
105 =HIE A zfH= Y =, %Hf% =4 4= Success
201 2=l AEHS (number) & = Success
202 2=l AEHH S (malformed) Y3 Success
203 2HtE Azt 28 =, 22X E H2HZ (number) &= Success
Withdraw 204 SHIE AxHZ Q= 2, R E HZHZ (malformed) Y H SUaeees
205 2HIE AxtH= ot H{ZMD Ay 5 HRE FA(< 0) Y Success
206 SHIE AZEHz ot H s 43 5 HRE FH(> AccountAmount) 2 H Success
207 SHIE A=t H|HHS 43 2 2R E %> ATMamount) Y Success
208 SHIE AZtHz et H|YHD U T, SHE U Y= Success
301 2 RE =3 AEHZ (number) ¥ Success
302 R E =5 AXHZ (malformed) Y= Success
303=2HIE =3 A%t 99 =, 2XE HEHZ (number) = Success
304 2HE 22 AZH 9™ 2, 22 E H 2 HS (malformed) & = Success
Transfer 305 2HIE &2 AlEtet H|EHE 243 2, 2EE 2AZ A ZE(humber) & Success
306 2HIE &2 AZIet HERHZ 98 =, HE2E U2 A X (malformed) &= Success
307 2HE =3 AlZL HI2HZ, 3 AE 94 =, 2RE %< 0) 2 Success
308 2HE £3 AlAL H|ZHz, 3 AZ €Y &, HRE FUH< =3 AZ E/H) 4= Success
309 2HIE =3 AlE H2H =, 23 AlE 28 =, BEE FU(malformed) Y= Success
310 2HE =3 AXf, H 2z, &5 AXt 9 =, SHE 3 Y= Success



Category Partition Test

Check
Balance

Robbery
Report

AddCash

Check
Cash

401 2 E Azt & E
403 SHIE A XtHz A
405 SHHE AxRH = Y
501 2R E A Xz Y
503 2HIE A ZH= 4
505 =HHE A ZztH2 Y=
601 22 =l 22| Xt Ofo|LC]|
602 =HIE 22| X} OfO|LC]|
603 =HIE 22| X} OfO|LC]|
604 2HIE 22| X} O}O|LC]|
605 =HtE 22| Xt OfO|LC]|
606 =HIE 22| X} OfO|LC]|
701 22 =l 22| X} ofo|LC]|
702 2HHE 22| Xt OfO|LC|
703 2HLE Z2|Xt oto|C|
704 =2HLE Z2| Xt oto|C|

2, HXE HYPHS 4
2, 2HIE H| 2z 4
2, AXE HEYPHS 4
2, 2HIE H|2Hz
=
£ 28 oLt HEE ext S (number) 2 H
£ 28 HoLf, ZE Ze[X} H Y H 2 (malformed) &=
HYHZE Y™ oLl HRE gH<0) 2
HEHoE U™ oLt HRE 5% (malformed) & =
,HIZHS FoH ol
o=
£ 99 oLt HERE 22X} HEHZ (number) 3
£ 28 HoLf, xE Ze[X} H Y H 2 (malformed) &=
,HIZHS Q=

Success

39/3
9
Failed 0/39

Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success



Category Partition Test

CONCLUSION

I PART 3




Pairwise Combination Test



Pairwise Combination Test

Success

105-704
105-405
208-704
208-405
310-405

Success

od
o
K4
Kq

fof
ro

Success

oIr

foF

Success

od
o
K4
Kq

{oF

o
Kl

Success

od
o
4
Kq

o
Kl
{oF

o

Success

oI

Success

Success

505-208
505-105
505-310
505-405

Success

Success

Success

oI

Success
11/11
Failed
0/11



I "% pairwise Combination Test

CONCLUSION




Static Analysis



Code Inspector



PART 5-1
I Code Inspector

JAVA_66 - HF=-2 OL0J| A string concatenation assignment HAFRLO| AR 22|

for(i =0; i< len; i++)

{

if((1[i]).substring(®, 6)).equals(account))

I[i] = d.getAccountNus() +" © ¢ d.getPw()+™ ™ ¢ d.getBank()+™ ™ ¢ d.getName()+™ “ + d.getBalance();




Code Inspector

JAVA_64 - HH=Z.2 Ot0J|A{ string concatenation assignment HAFALC| AL 22

417 for{i = @; 1 < len; i++)
418 {

419 if(i == len-1)

420 I

421 line += 1[1i];
422 }

423 else

A24 {

425 line += 1[i];
476 line += "\r\n";
427 )

428 !



Code Inspector

JAVA_66 - KZAZ0]| MAH AHLMZ} AR ZA]

481= public static boolean calculate(User Data d, int money)
482 I

483 int balance = Integer.parselInt(d.getBalance());
484

4585 if({(balance += money) < @)

486 T

AB7 return false;

483 }

459 else

49 I

491 d.setBalance(Integer.toString(balance));
492 return true;

493 t

494

495 t



Code Inspector

Sun_10 - /g HA A] =72} ZA

String line;
String account;




Code Inspector

Sun_11 - if20|M SE= AFR AL

it(amount <= 10888808 &% amcunt > @)
return true;

if(d == null)
System.out.println("cannot find the account™);




Code Inspector

Sun_26 - 25 Oko| A0 HARR}

rlok

& =4l

if(amount.charAt(i) »>= 48 && amount.charAt(i) <= 57)

if(amount <= 1068688 &% amcunt > @)




Find Bugs



Find Bugs

ATMLATM deletelnfo[User_Data) concatenates strings using + in a loop

ﬂ' Bug e I.J._I-_..\.! — 'w_- Open ::;:'. X| o1& » 30min effort DOAE

String concatenating= e 4% + ECt= append& 4.



Find Bugs

public Adming )
{
thiz. adein cash = SHE00H -

this,adsin 1d = "’.-C'!||"'='i--"_i
e B 0 0 8 8 0 0 00 3 Moo,

Unread ficld: ATM. Admin.admin_sd **

B Bug~ @ Major » O Open » EIEX BE ~ 30min effon

4l
ra

this,adsin pw = 1134:

Unread field: ATM. Admin.admin_pw =

B Bug> & Major » O Open » BZEZ ZE » 0mineffon THE

o

Admin_id, admin_pwE& M1}

BAI7VZE - 115 %o

¢ performance ™

BAIZEE - L16 %

perlaGrmance ™

A235LA| 2k constant string H| & A2



Find Bugs

public boolean CheckAdminID(String id)

{
if(id.equals(”sklesBB8"))
{
return tr‘uu;
}
alse
return false;
} Admin_id, admin_pw& M5t A25}2| 9t
constant string H| & Al &t

public boolean CheckldminPW(5tring pw)

I
L

if(pw.equals(“1234"))
i

return true,

[S——

eleas

return false;



Check Style



Check Style

public static vold maln(String[] args) throws I0Exception {

Remove this throws clause.
@ Code Smell O Blocker O Open TEEIX| SE 15min effon

30| = throwd &= U= ZEEE oS A| 0| £ Ot try - catch S Al

g A,

gAlSF B

-



Check Style

gEetie "-'[I"i"l'.': lacatlion = ., fsrcfdata -.-.-..-.r-'.";
Explicitly declare the visibility for “location”. gMZt w19 %
B Vulnerability © Minor © Open YEEZX &8 Smin effort % N

FL = & U= WHH BOhE privates AFEE AL



T Check Style

Refactor this code to not nest more

than 3 if/for/while/switch/try .
statements. o
& Code Smell &) Critical :;f

Mesting + 1 §i§
2 | Nesting + 1
"3 | Nesting + 1)

ofN
120
rn

Kl if(admin.ChecktdminID{id))
{
String pw = getddminPwi);
B if(adain.CheckadninPnipw))
{
int index = getAdminMenu():
[E) if{index == 1)

Ao
ujo
N
o
>



PART 6-3

Check Style

Refactor this method to reduce its
Cognitive Complexity from 35 to the
15 allowed.

@ CodeSmell @ Critical [ +14 |

£l £
(2] +1]
4 ] +3 (indt 2 for nesting) |
B0
6 | +4 Gndl 3 for nesting) |
(711
| 8 ] +5 (indl 4 for nesting) |
(9] ¢1
(11 ] 1)
3] +1)



PMD



PMD

I PART 5-4

19 @ 797 52 @ 366

T & 3= o4 Ut ¥4 & U7 2= 9H



PART 5-4

PMD

An open curly brace should be located at 114

Standard outputs should not be used direc
Close curly brace and the next "else”, "catc
An open curly brace should be located at t
Magic numbers should not be used

Classes and methods that rely on the defal
Local vanables should not be declared and
5trings literals should be placed on the left
Source code should be indented consistentl
Comments should not be located at the enc
Close curly brace and the next "else”, "catch
Control structures should use curly braces
Strings should not be concatenated using '+

Source files should have a sufficient density

Lines should have sufficient coverage by tes

50
32
20
19
13
12
10

L= T = o B 3 ]

O] +2o| 24 Zut =



Conclusion



PART 6 .
I Conclusion

Specification A}2H/d







